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IKEZ = —X2 (IPsec SA) DERE
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ISAKMP SA (Security Association) C W INZBEERADOEF a2 7R ORI ZERT S
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(config)# crypto isakmp policy [priority] A< > R TR > —%ERT S

priorityiFFANNTVIFEBEENEL. BFLCEM—H LRI O —IMEREINS
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encryption (E§S1L)
ISAKMP SADBES1t AT (des, 3des, aes 128/192/256)

hash (\v<a)
SRR HRETEICES /Ny 2 A (md5 Sha sha2567%% (\:.)

authentication (3EAR)
MFzE35E 9 5 757% (pre-share, rsa-sig, rsa-encr)
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I5H < > K (config-isakmp)# R F 7 #)L ME
et A encryption dle2sé/31%e25/,2&;e65 des
Ny ah hash chaot e 512 sha
FSEE AT authentication rsa—;irfé,_ Sr?]z;—reencr, rsa-sig
DHYIIL—7 group 1,2,5 1
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soaf A IVIC Tpre-sharel ZEATZZE DEMFEE

Pre-shared Key (Eaiit5#)

“authentication pre-share” Z3&R L /=35
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" (config)# crypto |sakmp key [password]
address [address]”

f: " crypto isakmp key cisco address
100.1.1.1°

DPD (Dead Peer Detection)
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" (config)# crypto isakmp keepalive
[seconds] [retries] [periodic | on-demand]
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3DES/SHA/Pre-share/DH2/Lifetime 12B5f3/DPD 30% D&

Cisco(config)# crypto isakmp policy 1

Cisco(config-isakmp)# encryption 3des

Cisco(config-isakmp)# hash sha

Cisco(config-isakmp)# authentication pre-share

Cisco(config-isakmp)# group 2

Cisco(config-isakmp)# lifetime 43200
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T —X2BEOHFKEHRD BES< v (Crypto Map) |

ACL(W&RFZT71vY)
rEm@EE%1 BB d3H%2ACLO permit X TEF. denylIESEEHRA R D

Transform-Set (S JL—]L)
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Peer (87 KL X)
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I IKE Phase 1 (&HS)...

I IKE Phase 2 DE&E

Cisco(config)# crypto ipsec transform-set IPSEC esp-3des esp-md5-hmac
lIPsecRIR S 71w DES (ACL101)

Cisco(config)# access-list 101 permitip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
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IKEZ7T—X1VSIKE7 T —X2/\5X—4
BERAIC/INTAXA—2—r2HAEL. BFEET 2 DHHE]

IKE Phasel (ISAKMP SA) IKE Phase2 (IPsec SA)

E51t77)L31) X Ly (DES/3DES/AES) X217+ 70OK3JL (AH/ESP)
/N a (MD5/SHA) 221t (DES/3DES/AES/Null)
$B5EA R (Pre-shared Key | £4) ZP5F (HMAC-MD5 / HMAC-SHA1)
DHZ JL—7 (1/2/5) PFSIL—7 (& : 1/2/5)
ISAKMP SA S5 72 L IPsec SA 54 72 L
Pre-shared Key (§ %) IPsecxisk k57 1 v ¥ (ACL)

DPDODH & IPseciBIEE—F (FRIL/FSREK—F)
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PPPOE + IPsec VPN &1 X—

25w 7 (Crypto Map) Z¥E+1 > 2 —7 £ —XTld%: < Dialer\;@EH

- > — 2 VY .
(192%'(‘5“8%“\(')/24) Cisco)L—4 — (BLsRA) il /(IfIPPjE)J : CiscoJlL—4%— (¥L=2B)

Gi0/1 (inside)
PC / \ VPN I~/?~)L LRSS
Crypto Map
Server / \ |SP#d

Dialerl (outside)

\ Peer (200.1.1.1)
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PPPoEIRIE H > 7 ILiERE (BL=A)

Dialerl > 2 —7 T —XICEES Y Y Y PPPoEERTEZHEFTHEH S

| (Phasel, Phase2, ACL, Crypto Maps& i€ IZ & BK)...
interface GigabitEthernet0/0

pppoe-client dial-pool-number 1

!

interface GigabitEthernet0/1

ip address 192.168.1.254 255.255.255.0

!

interface Dialerl

ip unnumbered Loopbackl (%EEIPERDIES)
ip mtu 1454

encapsulation ppp

dialer pool 1

ppp authentication chap callin

ppp chap hostname ...

ppp chap password ...

crypto map M-ipsec
|

ip route 0.0.0.0 0.0.0.0 Dialerl
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7 £ —X1 (ISAKMP SA) D] 4313

“show cryptoisakmpsa® OAY > ROBTHIES 3

Q. fAHRT-INGEL
S T4 v IRREDACLEA—E, NRME TPingBR @RS

Q. MM_NO_STATE
RXHKB PSKF—EPISAKMPEIERT], $2 & ACLZ ZRERD

Q. QM_IDLE
7 x—X1[, 7 = —X2( show cryptoipsecsa’) ZFEER
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7 x—X2 (IPsec SA) DHE:R

“show crypto ipsec sa™ THES1tL - ES DIRETIBER % HEES

“show cryptoipsecsa” ZE1TL. MEtIERZ R
#pkts encaps / #pkts encrypt (Bt SNTxE /N7y M)
#pkts decaps / #pkts decrypt (1§85 S N/=RE/NT v M)
VPN RODEE (PingZa &) 217\ CoDAI U 2HMEMINIE. 7 —2FEEICEEL TV

A EBEMLBWMER. 7T —X20ONFX—=% (bS5 2XT+—LE Y b ACL) OR—HHERHONS
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“show crypto isakmp policy”

HMESNTWARIKEZ T —X1R) > — (BB, /\wv>a. S84

£) DHEER

“show crypto isakmp sa”

IKEZ T —X1DSAKREE (MM_NO_STATE/QM_IDLEZA YY) DFESR

=3

“show crypto ipsec transform-set”

SNTWVWBIKEZ T —2bS VR T4—Lty FDE Bt
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“show crypto ipsecsa’

IKE7 = —X2MDSALH#iEHE (BES1L - S5 D /Ny M) DHESS

“show crypto session detail

REOESLt v 3 > OFMRE CYD M ORESS
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NATERASEDIE L WIERF

NATEACLT Tdeny (Bf%V)1 — Tpermit (B#)1 DIEFHIREE

NATERE
NATEACL (A-nat)

NATHACL (A-nat)

*permitip [BELAN] list A—nat..:‘ (NATH
‘denyip [HLAN] [58%c  any (LEECUASVZNAT ACL%Z EF)
‘permitip [ELAN] [582  LAN]" (VPN:&(S7%ZNAT FOE Y

“ip nat inside source

SELAN] (BES1E9 % FRot)
BIE%Z E)
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VPN (Dialer) & NAT (GIP) D5&E

PPPoEIRIE TEEIP (Loopback) Z#FDIBE DNATHRE

VPNZRE (Dialer IF) NATERZE (GIP/LAN IF)

interface Dialerl ip nat inside source list A-nat interface
Loopback1l overload

ip unnumbered Loopbackl
interface Loopbackl

ip mtu 1454
ip address [EEGIP] ...

ip nat outside
interface GigabitEthernet0/1

crypto map M-ipsec
ip natinside
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